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34 . =« = = AUDITOR’S REPORT | FINDINGS AND RESPONSES SCHEDULE

M Recommendation

We recommend the Department of Employee Trust Funds:

= improve its calculation of the compensated absence liability estimate for the basic
Accumulated Sick Leave Conversion Credit program by revising its policies by
April 30, 2021, and implementing them for the 2020 financial statements; and

= ensure when implementing changes to financial reporting that it completes its
planning, review, and assessment process before the close of the affected
financial reporting period, and works with the Department of Administration,
State Controller’s Office on areas that affect the State’s CAFR.

Type of Finding: Material Weakness

Response from the Wisconsin Department of Employee Trust Funds: The Department of
Employee Trust Funds (ETF) agrees that the initial calculation of the ASLCC liability resulted in overstating
the Noncurrent Long-Term portion of the liability and agrees with the importance of planning and
assessing changes to financial reporting, including working with the Department of Administration,

State Controller’s Office (SCO). However, ETF respectfully disagrees with the characterization of its efforts
undertaken to accurately report the financial activities of the programs, in compliance with accounting
standards, and believes the finding lacks important context to the actions it took.




Corrective Action Plans as
Prepared by Agency Management =
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STATE OF WISCONSIN
DEPARTMENT OF ADMINISTRATION

AD?;{’QE’{%L%’;ON Tony Evers, Governor
Joel Brennan, Secretary
RS> Trina Zanow, Division Administrator

Corrective Action Plan

Finding 2020-001: Implementation of IT Procedures by the Department of Administration Division of
Enterprise Technology

Planned Corrective Action:

The Department will take steps to fully complete projects or update project plans to implement written
procedures, practices, and settings of the Division of Enterprise Technology to enforce policies and
standards.

Anticipated Completion Date: On or before June 30t", 2021, except as otherwise identified by the
Department in a separate, confidential communication to the auditors.

Person responsible for corrective action:

Bill Nash, CISO
Division of Enterprise Technology
Bill.Nash@wisconsin.gov

Enterprise Technology, PO Box 7844, Madison, WI 53707-7844
Phone: (608) 267-0627 | DOA.WI.GOV

Finding 2020-001
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STATE OF WISCONSIN
DEPARTMENT OF ADMINISTRATION

Tony Evers, Governor

Joel Brennan, Secretary

Trina Zanow, Division Administrator

Corrective Action Plan

Finding 2020-002: Department of Administration Information Technology Oversight Responsibilities

LAB Recommendation:

Planned Corrective Action:

Anticipated
Completion Date:

1. Evaluate, by December 18, 2020, the
adequacy of executive branch agency
monitoring provided through the dashboard
in assessing the progress of executive
branch agency compliance with the State of
Wisconsin IT Security Policy Handbook and
related standards and implement additional
methods for monitoring as needed.

The Division of Enterprise Technology (DET)
will evaluate the adequacy of utilizing the
dashboard for monitoring agency progress in
attaining compliance for executive branch
agency policy and standards. If additional
methods for monitoring are needed, we will
develop a plan for how to address.

December 18, 2020

2. Establish a timeline for anticipated
agency compliance with the State of
Wisconsin IT Security Policy Handbook and
related standards, assess agency progress in
achieving compliance, and take actions to
assist agencies not achieving compliance in
a timely manner.

DET will work with the executive branch
agencies to establish goals and timeline for
anticipated agency compliance with the
Executive Branch Agency IT Security Policy
Handbook and related standards. Besides
outlining actions to assist those not achieving
compliance, we will also need to account for
annual changes of the handbook and
standards.

June 30, 2021

3. Set specific completion dates for the
actions identified in its Division of
Enterprise Technology’s risk assessment
plan related to vulnerability management
and penetration testing, complete the
actions by the dates established, and
update the plan to specify the frequency of
and processes for ongoing or periodic
assessments and related actions.

DET will continue to work with the executive
branch agencies to establish a long-term
process with milestones to address
Vulnerability Management, Penetration
Testing, and Risk Assessments.

June 30, 2021

4. |dentify, by December 18, 2020, areas
not included within the scope of the current
risk assessment plan or other methods of
assessing risks that would assist in the
overall management of risk, and update the
risk assessment plan for consideration of
these areas or methods.

DET will work with executive branch agencies
to evaluate the areas not included within the
scope of the current risk assessment plan or
other possible methods of assessing risks that
would assist in the overall management of
risk, and update the risk assessment plan for
consideration of these areas or methods as
needed.

December 18, 2020

Enterprise Technology, PO Box 7844, Madison, WI 53707-7844
Phone: (608) 267-0627 | DOA.WI.GOV

Finding 2020-002
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Person responsible for corrective action:

Bill Nash, CISO
Division of Enterprise Technology
Bill.Nash@wisconsin.gov

Enterprise Technology, PO Box 7844, Madison, WI 53707-7844
Phone: (608) 267-0627 | DOA.WI.GOV

Finding 2020-002
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UNIVERSITY OF  Office of Information Security
WISCONSIN SYSTEM 780 R
egent Street

(PAJ o
b" Madison, Wisconsin 53715
608-262-1605

kmayer@uwsa edu

www wisconsin,edu

University of Wisconsin (UW) System — Corrective Action Plan

Finding 2020-003: Information Security Controls at the University of Wisconsin System
LAB Recommendation:

Continue development and maintenance of a comprehensive information security program, including developing
systemwide information security policies, standards and procedures across the remaining critical information
security areas, as recommended by National Institute of Standards and Technology (NIST) publications.

Planned Corrective Action:

Four new IT security policies and four new procedures have been published since the closing date of this report.
Additionally, four new policies and associated procedures are in development. This work will require systemwide
engagement with key stakeholders and will leverage the existing UW System policy development process. These
new documents, coupled with existing IT security policies and procedures are expected to sufficiently cover the five
core areas of the NIST Cyber Security Framework (CSF).

Anticipated Completion Date:
Policy development in the remaining critical areas of the NIST CSF is expected by June 30, 2021.
LAB Recommendation:

Develop a structure to effectively monitor compliance with systemwide policies; and work with UW institutions to
achieve compliance in a timely manner when non-compliance is identified.

Planned Corrective Action:

Critical initiatives, such as IT as a Service (ITaaS) and the Administrative Transformation Project (ATP), to upgrade
and modernize UW’s IT infrastructure and holistically improve our IT security posture will provide the foundation for
UW System compliance efforts. Additional actions include: developing a regular reporting structure for UW
institutions to report compliance efforts to leadership; tracking compliance with applicable regulations and policies by
leveraging the UW System Office of Compliance and Integrity’s compliance matrix; engaging UW System’s Internal
Audit expertise to perform targeted progress audits at the institutional level; and holding UW institutions accountable
for non-compliance associated with IT security policies.

Anticipated Completion Date:

Structure and process will be in place by June 30, 2021.
Person responsible for corrective action(s):
Katherine A. Mayer

Associate Vice President for Information Security

University of Wisconsin System Administration
kmayer@uwsa.edu

Finding 2020-003
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Department of Workforce Development STATE OF WlSCONS I N

Unemployment Insurance Division

Bureau of Tax and Accounting ( : : )
201 E. Washington Avenue ‘ @ ’> DWD
P.O. Box 8400

Madison, WI 53708 Department of Workforce Development
Fax: (608) 261-0700
Email:  uigenact@dwd.wisconsin.gov Tony Evers, Governor

Robert Cherry, Deputy Secretary

Corrective Action Plan
Finding 2020-004: Unemployment Insurance Benefits Payable
Planned Corrective Action: The department will revise its procedures for calculating benefit payables as of
the end of the fiscal year.
Anticipated Completion Date: September 30, 2021
Person responsible for corrective action:
Rachel Shikoski, Accountant

Bureau of Tax and Accounting
rachel.shikoski@dwd.wisconsin.gov

UCT-7270-1-E (R. 09/2020)

Finding 2020-004
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STATE OF WISCONSIN

Department of Employee Trust Funds

Robert J. Conlin
SECRETARY

Wisconsin Department
of Employee Trust Funds
PO Box 7931

Madison WI 53707-7931

1-877-533-5020 (toll free)
Fax 608-267-4549

Finding 2020-005: Accumulated Sick Leave Conversion Credit Program Liability

Planned Corrective Action:

LAB Recommendation

ETF Planned Corrective Action

Improve its calculation of the
compensated absence liability
estimate for the basic
Accumulated Sick Leave
Conversion Credit program
by revising its policies by
April 30, 2021, and
implementing them for the
2020 financial statements.

We have updated our procedures based
on the approach and assumptions used to
calculate the final liability amount as of
December 31, 2019. Each year we will
review the process, including
assumptions, to calculate the estimated
ASLCC liability as of the reporting date.
In addition, our actuary will be
conducting an experience study next
year. This study may allow us to further
refine the assumptions that we will use in
calculating the ASLCC liability as of
December 31, 2021.

Ensure when implementing
changes to financial reporting
that it completes its planning,
review, and assessment
process before the close of
the affected financial
reporting period, and works
with the Department of
Administration, State
Controller’s Office on areas
that affect the State’s CAFR.

In performing the research and making
related changes for the 2019 reporting
period, ETF and the SCO staff worked
together. We started reviewing GASB
Statement Number 84 in 2019 and
intended to complete before year end but
encountered unforeseen challenges. We
continually strive to plan, review, and
assess changes before the close of the
affected period but that may not always
be realistic depending on the complexity
of the matter. We do not believe there is
specific corrective action we need to take
as a result of this recommendation.

etf.wi.gov
Anticipated
Completion Date
Completed
Completed

Person responsible for corrective action:
Cindy Klimke-Armatoski, Chief Trust Financial Officer

Division of Trust Finance
cindy .klimke@etf.wi.gov

Finding 2020-005
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STATE OF WISCONSIN
DEPARTMENT OF ADMINISTRATION

DEPARTMENT OF
ADMINISTRATION Tony Evers, Governor

Joel Brennan, Secretary
OO ARTICOs

December 21, 2020

Joe Chrisman, State Auditor
Legislative Audit Bureau

22 East Mifflin Street, Suite 500
Madison, Wisconsin 53703

Dear Mr. Chrisman:

I am writing in response to the Fiscal Year 2019-20 financial audit that the Legislative Audit Bureau recently
completed and want to extend our appreciation to you and your staff for your diligent work related to this
annual audit. Under the most challenging of circumstances, staff from both the LAB and the State Budget
and Controller’s Office were able to complete this project in a collaborative and productive way.

The Department of Administration (DOA) takes very seriously all issues related to information technology
across state government. Thus, I want to reiterate our concurrence with the LAB recommendations related to

Information Technology (IT) procedures in the Division of Enterprise Technology and IT oversight as noted
in the audit.

Further, we will continue to work with state agencies in a collaborative manner to ensure compliance with
policies and identify ways to improve the timeliness of the financial reporting process.

Again, thank you for your timely and important work.
Sincerely,

MZMMM

oel Brennan, Secretary
Department of Administration

Office of the Secretary, PO Box 7864, Madison, Wl 53707-7864
Phone: (608) 266-1741 | DOA.WI.GOV
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